
 

 

    Trend Talk…... 

   � Deposit Account Statement(s) - many banks  require a 
customer to have an account to  cash checks. 

 

� Open date of account (usually a new account is 
 used in these cases). 

 

� Copies of fraudulent item(s) images. 

 

� Information about phone number associated  with 
RDC. 

 

� Video/still frame photos (if available). 

 

� Teller testimony—tellers often remember  
 customer descriptions). 

    I can read the newspaper, refill my prescriptions, 

manage my house alarm, insure my car, conduct my 

banking, and so much more all from my phone  

without ever speaking to another person thanks to the 

growing applications technology.  In early 2012, Apple 

reported offering 600,000 apps in its App Store, all 

promising to make life easier, faster and more  

convenient. Unfortunately with 

such convenience comes 

increased criminal opportunity.. 

and the cases are skyrocketing.  

     Remote Deposit Capture 

(RDC) is a growing trend among 

smartphone users and  technology junkies. Financial 

institutes initially offered this service only to its  

commercial clients, but in recent 

years, the service has been 

made available to the customers 

of retail banks. It’s simple, snap a 

digital image of the check and 

send it to your bank from your 

phone using an app to make the 

deposit electronically. Funds are 

immediately available. It is estimated that at least 

15% of all checks are now deposited as images. The 

growing popularity of mobile banking, made possible 

by smartphones with cameras, is making it easier for 

criminals to profit. One large financial institute’s 

website boasts that its mobile deposit service, “allows 

you to deposit your check as soon as you get them 

without a trip to the bank. The best part? It’s just as 

easy as taking a picture with your phone.” While it 

does provide a quick and convenient service to the 

customer, it removes face to face interaction and in 

turn reduces the risk of being caught and increases 

the chance of fraudulent activity.  

     Mobile Deposit Fraud is an emerging trend in NC 

and across the nation. Here’s the scenario: John Q. 

Citizen posts his $5000.00 car for sale online, meets 

the potential buyer and buyer provides John Q. with a 

$5000.00 check made out to “John Q. Citizen”.  While 

the new owner isn’t  looking, John Q. snaps a quick  

picture of the check with his phone and then turns to  

 

 

the buyer and explains that the check should be made 

payable to “John and Jane Q. Citizen” because the 

car is actually in both names. Of course, he hands the 

buyer the check back.  

         Buyer unwittingly writes another check  as  

requested, seeing nothing unusual because he has 

the first check in hand. John Q. then uses his mobile 

bank app to deposit the first check (remember, all you 

need is the picture). This money will be available  

within 24 hours.  The same day Jane Q. cashes the 

check in hand with a teller and viola they have been 

paid twice. The buyer doesn’t find this out until it is too 

late.  

 The Victim: Any individual or  business, that makes 

payments by check or the bank. 

The Prevention:  If a check is  

written and it has left your  

possession for any amount of time 

(regardless of how short), place a 

stop payment on that check  

immediately!  In the business  

scenario, as an added bit of  

protection, Frank Abagnale, risk consultant suggests, 

John Q.  be required to sign an agreement that “he 

will be liable for all expenses and fees for recovering 

the stolen funds.”  

Insight for the Prosecutor: Unfortunately this  

scenario may not mandate a bank reimbursement for 

the funds paid out fraudulently. This case will require 

proof that the first check was deposited by John Q 

through his phone. What can the bank offer? William  

Galipeau, VP of corporate security for Sun Trust 

Banks, Inc. explains the bank can offer:  
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“Technology 

Breeds 

Crime” 

….. Frank 

Abagnale 

As the White Collar 

Crime Resource  

Prosecutor, I am   

delighted to bring you 

the first issue of The 

White Collar. I am very 

excited about the new  

Financial Crimes  

Initiative.  As many of 

you know the program  

started in November 

2012 and I am proud of 

the progress we have 

been able to make since 

then through the efforts 

of many people. In 

three short months we 

have implemented the  

program, defined  

targeted crimes, met 

with countless allied 

partners and completed 

the selection process 

for the 4 regional  

financial crimes  

prosecutors,. To learn 

more about this  

program, please visit 

the Financial Crimes  

Initiative Page on the 

Conference website. 
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Pay It Forward 

Prospectus 
State v. Sexton, ___ N.C. App. ___, (November 6, 2012)  

 

In an identity theft case, the Court of Appeals adopted a broad interpretation of the Identity 

Theft statute, NCGS §14-113.20. In 2011, the defendant was convicted of identity theft, after 

the evidence showed that he, upon being detained for shoplifting, provided a false name to 

the officer. Defendant also provided a birth date, telephone number and employer.  

 

In State v. Barron, 202 N.C. App. 686 (2010), the court held that a person affirmatively  

acknowledging a social security number to an officer had met the elements of Identity Theft, 

even if he/she did not originally provide the information. In the present case, using the  

information provided, the officer issued a citation in the false name. The citation contained a 

social security number, however, unlike Barron, there is no record that the defendant  

provided any part of that number. The defendant did not sign the citation and there is no  

evidence the defendant confirmed the number on the citation. The limited information  

provided by the defendant to the officer is not listed as “identifying information” in  NCGS 

§14-113.20(b). However, the court specifically noted that the issue was not whether the  

defendant “provided” the number, instead the issue identified was “whether the defendant  

obtained, possessed or used” the social.  

 

The court ultimately confirmed the Superior Court conviction, holding a jury could conclude 

that the Defendant “used” or “possessed” the social security number . 
 

COMING SOON: ONE HOUR WEBINAR ON IDENTITY THEFT. 

Insider Trading 

 

It’s February and April is right around the corner, this is a very busy time for  fraudsters. Tax 

time is the Thanksgiving of fraud, offering a bounty of opportunities to take advantage of the 

unsuspecting as North Carolinians begin to receive tax documents in the mail containing 

personal identifying information. As a result there will likely be an increase in fraudulent 

activity. If you have a case that involves a stolen social security number, the Social Security 

Administration is able to confirm whether a number is valid or false and further whether that 

number matches the name being associated with the number. This can be particularly helpful 

in identity fraud cases. A form letter requesting this service can be found on the conference 

website. 

 

This is also an ideal time to involve the investigators at the U.S. Postal Inspection Service. 

They are able and willing to assist with any fraud, even if prosecuted at a state level, that 

involves documents and information sent through the mail.  

Please visit https://ribbs.usps.gov to find your local inspector. 

 

Topic:     Mortgage Fraud 
 

Date:       April 26, 2013 

 

Location:    Charlotte, NC 

 

 

Topic:     Money Matters 

      

Date:       Nov. 14-15, 2013  

 

Location:    Raleigh , NC 

Returns on Your  

Investment 
Training Opportunities 

  

 

 

A column featuring the answer to a 

question submitted by a prosecutor.  

Keep those questions  

coming! 

Q: Can we stop a CNA from  
working with any future patients 
once convicted of a financial 
crime? 
 

A: Yes. CNAs are not licensed in 
NC, however, there is still a  
solution. CNAs must be listed on 
the NC Health Care Personnel 
Registry, managed by the  
Department of Health and Human 
Services. The employer of the 
charged person has a legal duty to 
notify the Registry Officials. That 
CNA’s case will be followed by 
DHHS and upon a conviction, a 
“permanent finding” will be made 
against the person. State  
agencies and private health  
agencies are prohibited by law 
from employing a person with a 
permanent finding against them.  
If DHHS finds that the agency 
failed to report criminal activity of 
a CNA they employ, they are in 
violation of the law and can face 
penalties. If you need contacts in 
this area, please contact Tammy 
Smith. 

Talk the Talk 

“Felony Lane”  

A term often associated with crimes involving stolen checks which are cashed in a bank  

drive-thru using stolen identities The “felony lane” refers to the drive-thru lane that is the 

greatest distance from the bank teller window. This is the lane most often used for this type 

of criminal activity because it is most difficult for tellers to see the driver and therefore  

decreases the likelihood that the teller will realize the “customer” is not the person on the 

identification presented. This crime often involves a “gang” of individuals traveling across 

the state or multiple states stealing checks and credit cards and cashing them in neighboring 

towns. The group is often referred to as a “felony lane gang.” 

A publication of the NC Conference of District Attorneys’ Financial Crimes Initiative.  
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